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Background

• Digital signatures are fundamental for authenticity.
• Many quantum signature schemes still rely on a trusted third-party — 
this breaks decentralization.
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Figure 1. The task of digital signature.
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• Comparison with existing studies:

• Authentications based on quantum physically unclonable functions.
• Quantum digital signatures with a trusted third-party.
• General quantum digital signature frameworks.
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• Forging attack
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Figure 2. The schematic of the forging attack.
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Requirements
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Our protocol
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Figure 3: Key generation phase. 
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Figure 4: Signing phase. 
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Security against unforgeability

• To theoretically analyze the security performance resisting 
unforgeability, we need to calculate the specific probability that a 
malicious party, Jack, succeeds forging attack. The probability is given 
in the following theorem.
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State identification
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Error function

POVM

The number of copies 
of the public key
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Thank you for listening
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A simple example
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